
crci
THE CENTRE FOR RESILIENCE OF CRITICAL INFRASTRUCUTRE

35 St. George Street • Toronto, Ontario • M5S 1A4 • www.crci.utornto.ca

|David N. Bristow, PhD
http://individual.utoronto.ca/dbristow/

Balancing infrastructure 
investment in protection 
and resilience

October 9, 2014  | 1



2

Infrastructure Risk 
Investment Must Balance 
Protection and Resilience

1  The cost of imbalance
2  How to balance 
3 Next Steps
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Protection

http://www.protectamerica.com/



4

Resilience
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Resilience Tools
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The idea:
If j depends on i,
How can j function without i?
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DisperseBase Case
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e.g., Create a second campus in another location
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Add Flexibility
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Base Case

e.g., enable internet to serve telephony needs and enable telephony to 

serve critical internet needs
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DiversifyBase Case
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e.g., Add backup power from a different source
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Insured losses only 
represent 29% of all 

economic losses (2012)

Insured catastrophe losses (in Billions 2012 USD)
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Extreme Weather

Flooding Hail

Connectivity Violence & Accidents

Economic Pressures Congestion

Wind & Ice
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experience

http://careers.queensu.ca
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How is infrastructure risk?

http://www.sterlinginsurancecoinc.com/
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Formal Risk 
Analysis

Consequence

Likelihood



16

Time

P
e

rf
o

rm
a

n
c
e

Po

to

Protection



17

Time

Performance

Po

P1

P2

to



18
densitykatrina.files.wordpress.com/2009/03/flooding1.jpg
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Time

Performance
Operational Losses

Direct Losses 
(Damage)*

*Includes Losses to damaged treatments 
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Pareto Inferior
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Total Losses

Cost to 
Achieve

All Protection All Resilience
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Total Losses

Cost to 
Achieve
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Total Losses
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BAU Alt 1 Alt 2 Alt 3 Weight

Cost
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1  Community Risk Criteria
2  Vertical Communities
3  Food Deserts
J

Moving 
Forward
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Thank-you
Questions?
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